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DETAILED ACTION 

1. Claims 1-48 are pending. 

Claim Rejections - 35 USC § 102 

« 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

3. Claims 1-2, 5-26, 28-31, 34-43, and 45-48 are rejected under 35 U.S.C. 102(e) 
as being anticipated by Fauble et al, U.S. Patent Application Publication No. 
2003/0159053. 

Regarding claims 1 and 42, Fauble discloses a method for protecting data generated by 
a keyboard/secure keyboard console (fig. 4, #50), comprising the steps of: reading data 
from a keypad of the keyboard; encrypting the read data (fl[0034], lines 1-17); and 
transmitting the encrypted data from the keyboard to a computer/second computing 
device (fig. 4, #44). 

Regarding claims 2 and 43, Fauble discloses the method of claim 1 further comprises 
the steps of receiving the transmitted encrypted data by the computer; and decrypting 
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the received encrypted data by the computer fll[0034], lines 17-23). 

Regarding claims 5 and 45, Fauble discloses the method of claim 1 wherein the step of 
encrypting comprises the step of using an encryption seed/public key; and receiving the 
encryption seed from at least one of the computer or a server (fig. 4, exchange public 
keys). 

Regarding claims 6 and 46, Fauble discloses the method of claim 1 wherein the step of 
encrypting comprises the step of using an encryption seed; and reading the encryption 
seed from a device reader connected to the keyboard/smart card reader (fig. 6, #72). 

Regarding claim 7, Fauble discloses the method of claim 6 wherein the step of reading 
the encryption seed comprises the step of enabling the device reader with a personal 
identification number/unique identification number fl|[0049]). 

Regarding claim 8, Fauble discloses the method of claim 1 wherein the step of 

encrypting comprises the step of receiving a start signal/key depression (U[0034]). 

♦ 

Regarding claims 9 and 47, Fauble discloses the method of claim 8 wherein the step of 
receiving the start signal comprises the step of generating the start signal by at least 
one of a special key on keyboard, multi-actuation of a number of keys on the keypad, 
the computer, or a server/control button fll[0029]). 
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Regarding claim 10, Fauble discloses the method of claim 1 wherein the step of 
encrypting comprises the step of receiving a stop signal that stops the encryption/key 
release flj[0034]). 

Regarding claim 11, Fauble discloses the method of claim 10 wherein the step of 
receiving the stop signal comprises the step of generating the stop signal by at least 
one of a special key on keyboard, multi-actuation of a number of keys on the keypad, 
the computer, or a server/control button flj[0029]). 

Regarding claims 12 and 48, Fauble discloses the method of claim 1 further comprises 
the step of defining operations of the step of encrypting from program information 
received from at least one of a device reader, the computer, or a server (fig. 7, Bank 
Server #84, transmits transformation instructions). 

Regarding claim 13, Fauble discloses a method for protecting by a computer data 
generated by a keyboard/secure keyboard console (fig. 7, #50), where the keyboard is 
connected to the computer/user computing device (fig. 7, #82), comprising the steps of: 
receiving encrypted data from the keyboard by the computer fll[0034], lines 10-14); and 
decrypting the encrypted data (1|[0034], lines 14-23). 

Regarding claim 14, Fauble discloses the method of claim 13 wherein the step of 
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decrypting comprises the step of performing operations of decryption by at least one of 

* 

a keyboard driver executing on the computer or an application executing on the 
computer fl[[0058]). 

Regarding claim 15, Fauble discloses the method of claim 13 wherein the step of 
decrypting comprises the step of using a seed/symmetric key flj[0058]). 

Regarding claim 6, Fauble discloses the method of claim 15 wherein the step of using 
comprises the step of reading the encryption seed from a device reader connected to 
the computer/smart card reader (fig. 6, #72). 

Regarding claim 17, Fauble discloses the method of claim 16 wherein the step of 
reading the encryption seed comprises the step of enabling the device reader with a 
personal identification number/unique identification number fl|[0049]). 

Regarding claim 18, Fauble discloses the method of claim 13 further comprises the step 
of generating a start signal to cause the keyboard to start encrypting data/key 
depression fl}[0034]). 

Regarding claim 19, Fauble discloses the method of claim 13 further comprises the step 
of generating a stop signal to cause the keyboard to stop encrypting data/key release 
(U[0034]). 



Application/Control Number: 10/664,663 Page 6 

Art Unit: 2134 

Regarding claim 20, Fauble discloses the method of claim 13 further comprises the step 
of transmitting program information to the keyboard to define encryption operations (fig. 
7, Bank Server #84, transmits transformation instructions). 

« 

Regarding claim 21, Fauble discloses a method for protecting by a server data 
generated by a keyboard/secure keyboard console (fig. 7, #50), where the keyboard is 
connected to the server/bank server (fig. 7, #84) via a network/global network, and a 
computer/user computing device (fig. 7, #82), comprising the steps of: receiving 
encrypted data from the keyboard by the server; and decrypting the encrypted data 
W034]). 

Regarding claim 22, Fauble discloses the method of claim 21 wherein the step of 
decrypting comprises the step of performing operations of decryption an application 
executing on the server (fl[0058]). 

Regarding claim 23, Fauble discloses the method of claim 21 further comprises the step 
of generating a start signal to cause the keyboard to start encrypting data/key 
depression (1j[0034]). 

Regarding claim 24, Fauble discloses the method of claim 21 further comprises the step 
of generating a stop signal to cause the keyboard to stop encrypting data/key release 
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(1HP034D. 

Regarding claim 25, Fauble discloses the method of claim 21 further comprises the step 
of transmitting program information to the keyboard to define encryption operations (fig. 
7, encryption key and transformation instruction). 

Regarding claim 26, Fauble discloses a keyboard/secure keyboard console (fig. 7, #50), 
for encrypting data before transmission to a computer/user computing device (fig. 7, 
#82) connected to the keyboard via a link/keyboard cable, comprising: an interface 
connected to the link/user computing device; a memory (fig. 7, #54, 56, 58); a keypad 
for generating the data; a processor/keyboard processor (fig. 7, #60), for encrypting the 
generated data by execution of an encryption routine stored in the memory; and 
transmitting the encrypted data to the computer via the interface and link fll[0034]). 

Regarding claim 28, Fauble discloses the keyboard of claim 26 comprises a device 
reader for reading a device to obtain a seed for the encryption routine (fig. 6, #72). 

Regarding claim 29, Fauble discloses the keyboard of claim 26 comprises the processor 
executing a control routine to receive the encryption routine from at least one of the 
computer or a server and to store the received encryption routine in the memory/user 
computing device processor (fig. 7, #90). 
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Regarding claim 30, Fauble discloses the keyboard of claim 26 comprises a special key 
which when actuated causes the processor to at least start executing the encryption 
routine or stop executing the encryption routine/control button fll[0029] & [0034]). 

Regarding claim 3T; Fauble discloses a processor-readable medium for protecting data 
generated by a keyboard/secure keyboard console (fig. 7, #50), comprising processor- 
executable .instructions configured for: reading data from a keypad of the keyboard; 
encrypting the read data; and transmitting the encrypted data from the keyboard to a 
computer (tl[0034], lines 1-17). 

As per claims 34-41, this is a processor-readable medium version of the claimed 
method discussed above in claims 5-12 wherein all claimed limitations have also been 
addressed and/or cited as set forth above. 



Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 3-4, 27, 32-33 and 44 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Fauble as applied to claims 1, 26, and 31 above, and further in view 



of Arling et al., U.S. Patent Application Publication No. 2004/0117632. 
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Regarding claim 3, Fauble discloses the method of claim 1 . Fauble lacks or does not 
expressly disclose wherein the step of transmitting comprises the step of using a 
wireless link over which the encrypted data is transmitted. However, Arling discloses 
wherein the step of transmitting comprises the step of using a wireless link over which 
the encrypted data is transmitted fl|[0023]). It would have been obvious to one of 
ordinary skill in the art at the time the invention was made to modify the device of 
Fauble with the device of Arling to wirelessly transmit the encrypted data in order to 
utilize wireless transmission, as taught by Arling fl|[0023]). 

Regarding claims 4 and 44, Fauble discloses the method of claim 1. Fauble lacks or 
does not expressly disclose wherein the step of encrypting comprises the step of using 
an encryption seed; and entering the encryption seed via the keypad. However, Arling 
discloses wherein the step of encrypting comprises the step of using an encryption 
seed; and entering the encryption seed via the keypad flj[0040]). It would have been 
obvious to one of ordinary skill in the art at the time the invention was made to modify 
the device of Fauble with the device of Arling to allow the user to enter the. encryption 
seed in order to ensure the correct proper encryption key value, as taught by Arling 

CH0040D. 

Regarding claim 27, Fauble discloses the keyboard of claim 26. Fauble lacks or does 
not expressly disclose wherein the step of transmitting comprises the step of using a 
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wireless link over which the encrypted data is transmitted. However, Arling discloses 
wherein the step of transmitting comprises the step of using a wireless link over which* 
the encrypted data is transmitted (jl[0023]). It would have been obvious to one of 
ordinary skill in the art at the time the invention was made to modify the device of 
Fauble with the device of Arling to wirelessly transmit the encrypted data in order to 
utilize wireless transmission, as taught by Arling fl|[0023]). 

Regarding claim 32, Fauble discloses the processor-readable medium of claim 31. 
Fauble lacks or does not expressly disclose wherein the step of transmitting comprises 
the step of using a wireless link over which the encrypted data is transmitted. However, 
Arling discloses wherein the step of transmitting comprises the step of using a wireless 
link over which the encrypted data is transmitted (^[0023]). It would have been obvious 
to one of ordinary skill in the art at the time the invention was made to modify the device 
of Fauble with the device of Arling to wirelessly transmit the encrypted data in order to 
utilize wireless transmission, as taught by Arling fll[0023]). 

Regarding claim 33, Fauble discloses the processor-readable medium of claim 31 . 
Fauble lacks or does not expressly disclose wherein the step of encrypting comprises 
the step of using an encryption seed; and entering the encryption seed via the keypad. 
However, Arling discloses wherein the step of encrypting comprises the step of using an 
encryption seed; and entering the encryption seed via the keypad (fl[0040]). It would 
have been obvious to one of ordinary skill in the art at the time the invention was made 
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to modify the device of Fauble with the device of Arling to allow the user to enter the 
encryption seed in order to ensure the correct proper encryption key value, as taught by 
Arling (U[0040]). 

Conclusion 

6. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Aubrey H. Wyszynski whose telephone number is 
(571)272-8155. The examiner can normally be reached on Monday - Thursday, and 
alternate Friday's. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on (571)272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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